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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX

Extending the syntax with threads

The basic syntax ofKERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp::= acquire( Exp) [strict]
| spawn Exp
| release( Exp) [strict]
| join( Exp) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE * N

V

k

N !" V

mem

RULE * N ++

I

k

N !" I

I + Int 1

mem

RULE * N = V

V

k

N !" Ð

V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTSK-SHARED
IMPORTSK
IMPORTSKERNELC-THREADS-SYNTAX
IMPORTSKERNELC-CONSISTENT-MEMORY+ KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the conÞguration must be updated to group computation, local variables and call stack
in a thread cell, which is identiÞed by anid . Multiple threads are grouped in athreads cell. Additionally, the ids of all
completed threads are gathered in thecthreads cell.

CONFIGURATION:

¥

k

¥

env

¥

fstack

0

id

thread *

threads

¥

locks

¥

cthreads

¥

funs

¥

in

ÒÓ
out

¥

mem

¥

ptr

1

next

0

rand

T ?

ÒÓ

result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we donÕt model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks ¥

N !" T

locks

whenÂBool N in keys Locks

RULE release( N )

void

k

T

id

N !" T
¥

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We Þrst have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn Ð( ! )

RULE spawn X ( Vl )

T

k

T

T + Int 1

next

¥

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers itsid in the set of completed threads, which is used as a signal tojoin .

RULE V

k

¥

fstack

T

id

thread

¥

¥

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTSK-SHARED
IMPORTSK
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) ! run( L , ¥ )

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE
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<k> X = V => V É</k> 
<env >É X |-> (_ => V) É</ env > 

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX

Extending the syntax with threads

The basic syntax ofKERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp::= acquire( Exp) [strict]
| spawn Exp
| release( Exp) [strict]
| join( Exp) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE * N

V

k

N !" V

mem

RULE * N ++

I

k

N !" I

I + Int 1

mem

RULE * N = V

V

k

N !" Ð

V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTSK-SHARED
IMPORTSK
IMPORTSKERNELC-THREADS-SYNTAX
IMPORTSKERNELC-CONSISTENT-MEMORY+ KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the conÞguration must be updated to group computation, local variables and call stack
in a thread cell, which is identiÞed by anid . Multiple threads are grouped in athreads cell. Additionally, the ids of all
completed threads are gathered in thecthreads cell.

CONFIGURATION:

¥

k

¥

env

¥

fstack

0

id

thread *

threads

¥

locks

¥

cthreads

¥

funs

¥

in

ÒÓ
out

¥

mem

¥

ptr

1

next

0

rand

T ?

ÒÓ

result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we donÕt model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks ¥

N !" T

locks

whenÂBool N in keys Locks

RULE release( N )

void

k

T

id

N !" T
¥

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We Þrst have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn Ð( ! )

RULE spawn X ( Vl )

T

k

T

T + Int 1

next

¥

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers itsid in the set of completed threads, which is used as a signal tojoin .

RULE V

k

¥

fstack

T

id

thread

¥

¥

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTSK-SHARED
IMPORTSK
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) ! run( L , ¥ )

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

END MODULE
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX

Extending the syntax with threads

The basic syntax ofKERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp::= acquire( Exp) [strict]
| spawn Exp
| release( Exp) [strict]
| join( Exp) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE * N

V

k

N !" V

mem

RULE * N ++

I

k

N !" I

I + Int 1

mem

RULE * N = V

V

k

N !" Ð

V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTSK-SHARED
IMPORTSK
IMPORTSKERNELC-THREADS-SYNTAX
IMPORTSKERNELC-CONSISTENT-MEMORY+ KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the conÞguration must be updated to group computation, local variables and call stack
in a thread cell, which is identiÞed by anid . Multiple threads are grouped in athreads cell. Additionally, the ids of all
completed threads are gathered in thecthreads cell.

CONFIGURATION:

¥

k

¥

env

¥

fstack

0

id

thread *

threads

¥

locks

¥

cthreads

¥

funs

¥

in

ÒÓ
out

¥

mem

¥

ptr

1

next

0

rand

T ?

ÒÓ

result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we donÕt model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks ¥

N !" T

locks

whenÂBool N in keys Locks

RULE release( N )

void

k

T

id

N !" T
¥

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We Þrst have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn Ð( ! )

RULE spawn X ( Vl )

T

k

T

T + Int 1

next

¥

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers itsid in the set of completed threads, which is used as a signal tojoin .

RULE V

k

¥

fstack

T

id

thread

¥

¥

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTSK-SHARED
IMPORTSK
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) ! run( L , ¥ )

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

END MODULE

bb 
=-%0"

mm 
=-%0"
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KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T ?

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

KERNELCÑ a C-like language
Traian Florin üSerbùanuütùa and Grigore Roüsu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities ofK deÞnitions, as well as concurrency power and easiness in deÞning and
exploring relaxed memory models.

Research based onKERNELC

KERNELC originated in the study of memory safety for C and Þrst presented in the following paper:

Grigore Roüsu, Wolfram Schulte, and Traian-Florin üSerbùanuütùa: Runtime VeriÞcation of C Memory Safety.

Runtime VeriÞcation (RVÕ09), Lecture Notes in Computer Science 5779: 132Ð151. 2009

Since then it has been expanded and used for expressing and veriÞng concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin üSerbùanuütùa: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTSK-LATEX + PL-ID+ PL-INT
SYNTAX Exp::= Exp+ Exp[strict]

| DeclId
| Id
| Int
| Exp- Exp[strict]
| Exp++
| Exp== Exp[strict]
| Exp!= Exp[strict]
| Exp<= Exp[strict]
| Exp< Exp[strict]
| Exp%Exp[strict]
| ! Exp
| Exp&& Exp
| Exp? Exp: Exp
| Exp|| Exp
| printf("%d;", Exp) [strict]
| scanf("%d",& Exp)
| scanf("%d", Exp) [strict]
| NULL
| PointerId
| (int * )malloc( Exp* sizeof(int)) [strict]
| free( Exp) [strict]
| * Exp[strict]
| Exp[ Exp]
| Exp= Exp[strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp) [strict]

SYNTAX Stmt::= Exp; [strict]
| {}
| { StmtList}
| if( Exp) Stmt
| if( Exp) Stmtelse Stmt[strict(1)]
| while( Exp) Stmt
| return Exp; [strict]
| DeclId List{DeclId} { StmtList}
| #include< StmtList>

SYNTAX StmtList::= StmtList StmtList
| Stmt

SYNTAX Pgm::= StmtList
SYNTAX Id ::= main
SYNTAX PointerId::= * PointerId[ditto]

| Id
SYNTAX DeclId ::= int Exp

| void PointerId
SYNTAX StmtList::= stdio.h

| stdlib.h
SYNTAX List{Bottom}::= List{Bottom}, List{Bottom}[assochybrid id: () strict]

| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}
| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId
| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp
| List{DeclId}
| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX

Extending the syntax with threads

The basic syntax ofKERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp::= acquire( Exp) [strict]
| spawn Exp
| release( Exp) [strict]
| join( Exp) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTSK-LATEX
IMPORTSKERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St= if( E ) Stelse {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId= int PointerId

MACRO #include< Stmts> = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId= E = int PointerId= E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTSK-SHARED
IMPORTSK+ KERNELC-DESUGARED-SYNTAX+ PL-CONVERSION+ PL-RANDOM
CONFIGURATION:

¥

k

¥

funs

¥

env

¥

mem

¥

fstack

¥

in

ÒÓ
out

¥

ptr

0

next

0

rand

T

ÒÓ

result ?

RULE X

V

k

X !" V

env

RULE X ++

I

k

X !" I

I + Int 1

env

RULE X = V

V

k

X !" Ð

V

env

RULE I 1 + I 2 ! I 1 + Int I 2

RULE I 1 - I 2 ! I 1 # Int I 2

RULE I 1 %I 2 ! I 1 %Int I 2 whenI 2 != Int 0

RULE I 1 <= I 2 ! Bool2Int ( I 1 $ Int I 2 )

RULE I 1 < I 2 ! Bool2Int ( I 1 < Int I 2 )

RULE I 1 == I 2 ! Bool2Int ( I 1 ==Int I 2 )

RULE I 1 != I 2 ! Bool2Int ( I 1 != Int I 2 )

RULE _?_: _ ! if( _) _else _

RULE if( I ) Ðelse St ! St whenI ==Int 0

RULE if( I ) Stelse Ð! St whenÂBool I ==Int 0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S+String Int2String ( I ) + String Ò; Ó

out

RULE scanf("%d", N )

* N = I

k

I
¥

in

RULE scanf("%d",& X )

X = I

k

I
¥

in

RULE V ; ! ¥

RULE { Sts} ! Sts

RULE {} ! ¥

RULE St Sts! St ! Sts

RULE int X Xl { Sts}

¥

k

¥

X !" int X Xl { Sts}

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem::= Id # Map # K

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

X ( Vl ) ! K

Sts

k

Env

eraseKLabel ( int _ , Xl ) !" Vl

env

X !" int X Xl { Sts}

funs

¥

X # Env# K

fstack

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

CONTEXT: int Ð= !

RULE int X

void

k

¥

X !" undef

env

RULE return V ; ! Ð

V

k

RULE V ! ¥

K

k

Ð

Env

env

Ð# Env# K
¥

fstack

RULE random()

randomRandom ( N ! )

k

N !

N ! + Nat 1

rand

RULE srandom( I )

void

k

CONTEXT: * ! = Ð

CONTEXT: * ! ++

SYNTAX Val ::= Int
| void

SYNTAX Exp::= Val
SYNTAX K ::= List{DeclId}

| List{Exp}
| List{PointerId}
| Pgm
| StmtList
| String
| restore( Map )
| undef

SYNTAX KResult::= List{Val}
SYNTAX List{K} ::= Nat .. Nat
RULE N1 .. N1 ! ¥

RULE N1 .. s Nat N ! N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}
END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE

!

"
"
"
"
"
"
"
"
"
"
"
"
"
#

(int * )malloc( N * sizeof(int))

N !

k

¥

N ! !" N

ptr

¥

N ! .. N + Nat N ! !" undef

mem

N !

N + Int N !

next

$

%
%
%
%
%
%
%
%
%
%
%
%
%
&

RULE free( N )

void

k

N !" N !

¥

ptr

Mem

Mem[ % / N .. N + Nat N ! ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTSK
IMPORTSKERNELC-SEMANTICS

RULE * N

V

k

N !" V

mem

RULE * N ++

I

k

N !" I

I + Int 1

mem

RULE * N = V

V

k

N !" Ð

V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTSK-SHARED
IMPORTSK
IMPORTSKERNELC-THREADS-SYNTAX
IMPORTSKERNELC-CONSISTENT-MEMORY+ KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the conÞguration must be updated to group computation, local variables and call stack
in a thread cell, which is identiÞed by anid . Multiple threads are grouped in athreads cell. Additionally, the ids of all
completed threads are gathered in thecthreads cell.

CONFIGURATION:

¥

k

¥

env

¥

fstack

0

id

thread *

threads

¥

locks

¥

cthreads

¥

funs

¥

in

ÒÓ
out

¥

mem

¥

ptr

1

next

0

rand

T ?

ÒÓ

result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we donÕt model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks ¥

N !" T

locks

whenÂBool N in keys Locks

RULE release( N )

void

k

T

id

N !" T
¥

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We Þrst have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn Ð( ! )

RULE spawn X ( Vl )

T

k

T

T + Int 1

next

¥

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers itsid in the set of completed threads, which is used as a signal tojoin .

RULE V

k

¥

fstack

T

id

thread

¥

¥

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTSK-SHARED
IMPORTSK
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) ! run( L , ¥ )

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

END MODULE
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MODULE COMMON-C-CONFIGURATION
IMPORTSC-SYNTAX
CONFIGURATION:

¥

gotoMap

¥

genv

¥

gtypes

¥

gstructs

¥

mem

¥

functions

0

freshNat

2

nextThreadId

0

nextFile

¥

malloced

¥

stringLiterals

¥

translationUnits

¥

declarationOrder

¥

externalDeÞnitions

¥

internalDeÞnitions

¥

internalLocations

¥

externalLocations

¥

preLinkage

¥

preTypes

¥

declarations

¥

functionTranslationUnits

0

nextSharedLoc

¥

threadStatus

¥

joiningMap

¥

detachingMap

threadInformation

¥

openFiles

¥

programText

¥

compoundLiteralMap

0

threadId

0

nextLoc

¥

buffer

false

blocked

¥

k ?

¥

callStack

¥

ÞnalComputation ?

¥

blockStack

¥

env

¥

types

¥

structs

0

nestingDepth

¥

blockHistory

¥

localVariables

¥

localAddresses

local

true

shouldInit

¥

currentObject

¥

currentSubObject

0

incompleteLength

¥

savedInitialization

¥

loopStack

¥

locsWrittenTo

¥

holds

¥

type ?

¥

declarationTypeHolder

ÒÓ
currentTranslationUnit

¥

currentFunction

¥

currentProgramLoc

gotoCalculation ?

calculateGotoMap

control

threadLocal

thread *

threads

T

¥

xmessages

¥

Þles

ÒÓ

input

ÒÓ

output

¥

resultValue

¥

errorCell ?

END MODULE
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MODULE KERNELC
IMPORTSK-SHARED
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

RULE run( L ) ! run( L , ¥ )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

SYNTAX List ::= rev( List )
SYNTAX MapItem::= list( Id , List )
SYNTAX Id ::= trusted

| untrusted
| x

RULE x !" a
env

list( a , A )

mem

rev( A )

out

RULE untrusted ()

k

trusted ()

fstack

END MODULE

MODULE KERNELC
IMPORTSK-SHARED
IMPORTS KERNELC-CONSISTENT-THREADS+ KERNELC-PROGRAMS+ KERNELC-SIMPLE-MALLOC+ KERNELC-

SYNTAX

Putting everything together

Running a program identiÞed by its name, maybe with an input list

SYNTAX Bag::= run( KLabel )
| run( KLabel , List{K} )

RULE run( L ) ! run( L , ¥ )

Update the initial conÞguration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L , Il ) ! L ( ¥ ) ! main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE ¥

threads

S

out

T

! S

result

SYNTAX List ::= rev( List )
SYNTAX MapItem::= list( Id , List )
SYNTAX Id ::= trusted

| untrusted
| x

RULE x !" a
env

list( a , A )

mem

rev( A )

out

RULE untrusted ()

k

trusted ()

fstack

END MODULE
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rule <k> $ => return; É</k> 
     <heap>É 
       x|->(a=>b), 
       y|->(b=>a) 
     É</heap> 
 
 
rule <k> $ => return; É</k> 
     <heap>É x|-> a É</heap> 
  if x = y 
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